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Abstract

Over the years, employee opinion surveys have evolved in their use and how they are conducted. A major
advancement has been the use of linkage analyses, whereby employee attitudes at a unit level are statistically
related to other important organizational outcomes. A more recent development has been linkage analyses at
the individual level and over time. In order to carry out these types of analyses, “identified surveys” must
be used—surveys that retain identifying information on each survey respondent in order to link with other
individual-level variables over time. The purpose of this article is to open up a discussion on identified surveys,
describe under what circumstances they may be uniquely beneficial, and highlight potential concerns with them.
We close with proposed guidelines for professional practice and recommend that our profession have a point of
view on identified surveys for ourselves and to advise others.

Over the past 50 years, employee opin-
ion surveys have become a regular part
of organizational life for many employees
(Kraut & Saari, 1999). From an organiza-
tion’s perspective, employee surveys pro-
vide an opportunity to diagnose critical
aspects of organizational functioning. From
an employee’s perspective, surveys provide
an opportunity to provide candid feedback
about the organization, express views about
the work environment, and impact change
in the organization. Given the mutually
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beneficial nature of employee surveys, it is
no surprise that they have grown from being
used primarily in large organizations on a
limited number of human resources topics,
to being widely used by all types of organi-
zations on an ever-expanding list of topics
(Church & Waclawski, 1998; Kraut, 2006).

As employee surveys have expanded
and evolved in their use, the practice of
surveying has also evolved. One area that
exemplifies these changes is the impact
of technology on survey practices (Kraut
& Saari, 1999). Online surveys were
introduced in the 1980s, and it is now
common practice for employee surveys
to be administered via computer and
for survey results to be provided online.
With the transition from paper surveys to
computer-based surveys, a major focus for
practitioners was building employee trust
in the new method and ensuring that
employees understood that computer-based
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surveys were truly anonymous (Fenlason &
Suckow-Zimberg, 2006).

Another change in employee sur-
veys has been the increased realiza-
tion that employee attitudes—as mea-
sured by employee surveys—can be
statistically related to other important
organizational data (Harter, Schmidt, &
Hayes, 2002; Rucci, Kirn, & Quinn,
1998; Schneider, Ashworth, Higgs, & Carr,
1996; Schneider & Bowen, 1985; Wiley &
Campbell, 2006). This so-called linkage
research has been carried out extensively
over the past several decades. It has
demonstrated the value of using aggre-
gated employee survey data at the work
group, branch, or even organization level
to derive insights about how employee
attitudes relate to a variety of organiza-
tional measures (Schneider, Macey, Lee, &
Young, 2009).

Technology developments have enabled
another linkage analysis approach involving
the collection and retention of individual
identifying information as part of an
employee’s survey responses. This type
of linkage research is conducted at the
individual level with other individual-level
HR-type data. These types of employee
opinion surveys—ones that collect and
retain identifying information on each
respondent—do not have a formal name. In
our 2010 SIOP panel (Saari et al., 2010), we
referred to them as identified surveys, so we
will continue to use that term in this article.

Identified surveys involve collecting and
retaining a unique identifier on each
employee taking a survey. This is done so
that an employee’s survey data can then be
linked to other data on the individual, such
as his or her current and future performance
ratings, promotions, attendance over time,
future turnover, and other surveys he or
she will take. Identified surveys are not
anonymous because they collect and keep
identifying information.

Temporarily-identified surveys identify
a person only during the time of survey
administration or for a limited time period
after the survey is completed. Reasons for
temporary identification include verifying
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that someone is authorized to take a
survey (e.g., for a sample survey), ensuring
someone takes a survey only once, allowing
a respondent to save and return to a
partially completed survey, or adding a
person’s demographic or organizational
unit information from company records to
his or her survey results. After the temporary
period of identification, a temporarily
identified survey becomes anonymous.!

Nonidentified surveys do not include
individual identifiers, and demographic and
other information is collected within the
survey itself. In the past, this was the
only way employee opinion surveys were
conducted. This method continues to be
successfully used by many organizations
that carry out employee opinion surveys
and provides valuable research and insights.

The focus of this article is on iden-
tified surveys—employee opinion surveys
that collect and retain identifying informa-
tion on each survey respondent. Despite
a large literature on employee opinion
surveys (e.g., Kraut, 2006), there is little
advice and research about the actual effects
of identified employee surveys on areas
such as perceived anonymity, likelihood of
responding, possible effects on ratings, as
well the professional and ethical issues that
arise. This lack of advice and research is sur-
prising given that other areas of employee
opinion surveys have received consider-
able attention (e.g., nonresponse, impact
of online formats, survey item design),
and this topic may be equally, if not
more, important.

In addition, the use of identified
employee surveys raises potential con-
cerns about employee privacy and personal
data. These include appropriate linking and
aggregation of data, the type of data that
is appropriate to link (e.g., attendance,
employee leaves, selection tests results,

1. If an employee has a unique set of demographics
(e.g., female, vice president, engineering, and
Native American) and someone with access to the
survey data intentionally or unintentionally crosses
these demographics, such an employee could
potentially be identified even with an anonymous
survey.
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external credit reports obtained at hiring,
disciplinary actions, health-related informa-
tion), and if there are circumstances that
could ever warrant or legally require reveal-
ing a person’s identity. Underlying all of
these concerns is employee trust in current
and future surveys. Although the impor-
tance of trust in the system and process is
explicitly recognized in other areas of orga-
nizational practice, such as performance
management (e.g., Pulakos, 2009), there is
far less written on issues of trust when it
comes to employee opinion surveys. In the
area of 360s, where the target individual is
identified but the raters are not (other than
the superior), the issue of trust is addressed
with ethical cases to guide practice
(Lowman, 2006).

Other fields have wrestled with and con-
ducted research on topics related to iden-
tified surveys. For example, in medicine
and public health, research has been con-
ducted on the effects of varying survey
anonymity on data quality (e.g., Bowling,
2005; Durant, Carey, & Schroder, 2002),
and the medical field must now address the
appropriate handling of patient information
as a result of HIPAA legislation. Research
in social psychology has addressed related
psychological factors, such as research on
deindividuation and impression manage-
ment. However, little of this work has
informed employee opinion survey prac-
tice. Thus, there is a need for practice and
science-based information about the appro-
priate use of identified surveys, the potential
impact of identified surveys on employee
reactions and data quality, and the addi-
tional privacy, legal, and ethical issues that
may arise.

When Are Identified Surveys
Uniquely Beneficial?

Linking employee opinion survey data to
a variety of other human resource and
organizational data and conducting anal-
yses to test research questions can lead
to useful, data-based insights (Harter et al.,
2002; Schneider & Bowen, 1985; Wiley &
Campbell, 2006). With identified surveys,
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the focus is specifically on individual-level
behavior, attitudes, or decisions, which is
consistent with how human resources pro-
fessionals collect and maintain employee
data. As well, these types of analyses may
be seen as supportive of a recent trend
in human resources for “predictive ana-
lytics”” and employee life-cycle research,
both of which can provide evidence to
support human resources decisions and
recommendations (Davenport, Harris, &
Morison, 2010).

However, when are identified surveys
necessary to achieve these benefits, and
when would nonidentified or temporar-
ily identified surveys work equally as
well? That is, when are identified sur-
veys uniquely beneficial? Given potential
issues with identified employee opinion sur-
veys, we believe that it is important to use
identified surveys only when the research
questions of interest to the organization dic-
tate it. When the questions don’t require
an identified survey, we would argue
that alternatives such as nonidentified and
temporarily identified surveys should be
used.

The types of research questions that
require or do not require an identified
survey can be understood along two dimen-
sions: level of analysis and time span. Level
of analysis focuses on whether employee-
level or unit-level (aggregated) data is
required for a question of interest. Time
span focuses on the length of time required
by a particular question. We examine these
two dimensions in more detail below and
demonstrate that there is only one con-
dition that calls for identified employee
surveys.

Employee-Level Data, Short Time Span

In some cases, the questions of inter-
est focus on the attitudes, behaviors, or
decisions of individual employees. These
research questions might examine how
individual attitudes relate to performance
ratings, attendance, individual sales, or indi-
vidually measured counterproductive work
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behaviors. These types of research ques-
tions are typically a single point in time
or use slightly time-lagged data (e.g., mid-
year survey data being related to end of
year sales performance). In either case, the
data come from a limited span in time and
the time frame for which identification is
needed is short. For employee-level data,
short time span analyses, nonidentified or
temporarily identified surveys are sufficient.
Although identified surveys could be used
for these purposes, they are not needed and
we do not recommend them for this use.

Unit-Level Data, Short Time Span

Many of the individual-level questions
described above can also be tested at the
group level of analysis (Cascio & Boudreau,
2008). In addition, research questions relat-
ing employee attitudes to business outcome
measures generally can only be conducted
at a unit level. Unit-level, short time span
research questions might examine how
unit-level satisfaction relates to unit-level
turnover, how unit-level safety attitudes
relate to unit-level safety outcomes, how
unit-level climate relates to unit revenue,
and how unit-level engagement relates to
customer satisfaction and service quality
measures. Many of these outcome variables,
such as revenue, quality, and customer
measures, are business measures that are
only captured at some type of unit in orga-
nizations. In addition, it has been proposed
(e.g., Harter & Schmidt, 2006; James, 1982;
Ostroff, 1992) that aggregation of data at the
unit-level is preferable for some variables
for conceptual reasons (e.g., work unit cli-
mate is conceptually at an aggregate). For
unit-level data, short time span analyses,
the data come from a limited span in time
and the time span needed for which identi-
fication is short. Therefore, for these types of
research questions, a nonidentified survey
(asking for unit information in the survey)
or a temporarily identified survey is suf-
ficient. Although identified surveys could
be used for these purposes, they are not
needed and we do not recommend them for
this use.
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Employee-Level Data, Long Time Span

If the questions of interest are at the indi-
vidual level and require knowing when
things happen in addition to what happens
(Mitchell & James, 2001), then individual-
level longitudinal research is necessary.
These research questions might examine
how employee attitudes at organizational
entry relate to when an employee separates
from the organization, employee engage-
ment over the employment life cycle, or
how early career mentoring relates to atti-
tudes over time. The research question may
involve examining individual-level attitude
and behavior relationships for long time
lags (e.g., attitudes in Year 1 predicting per-
formance in Years 2, 3, or longer) and/or
over long time periods (e.g., examining
the individual relationships for the same
group of employees in multiple years). Thus,
when the questions of interest require exam-
ining individual-level attitudes, behaviors
or decisions over time, identified surveys
are needed. Nonidentified or temporarily
identified surveys will not work unless the
question of interest can be examined by
aggregating to the unit level. As we note
later in this article, there are a number of
recommendations for protecting and using
data for these types of questions that require
careful consideration.

Unit-Level Data, Long Time Span

Unit-level analyses, including analyses
over time, have been shown to be
viable and valuable for organizational
research (e.g., Ployhart, Weekley, & Ram-
sey, 2009). Examples of unit-level, longitu-
dinal research questions include how unit-
level climate relates to long-term unit inno-
vations, how unit-level leadership relates to
unit performance over time, how unit-level
engagement predicts customer retention
over time, or how unit-level job satisfac-
tion relates to unit-level sales over time. For
these types of research questions, a non-
identified survey (asking for unitinformation
in the survey) or a temporarily identified
survey is sufficient. Although identified sur-
veys could be used for these purposes, they
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are not needed and we do not recommend
them for this use.

In summary, identified employee surveys
(that retain identifying information about
each employee) are uniquely beneficial
for individual-level longitudinal research
questions. For limited time span individual-
level, limited time span unit-level, and
longitudinal unit-level analyses, identified
surveys are not needed.

Do Identified Surveys Impact
Employee Perceptions and
Response Behavior?

One of the primary concerns with iden-
tified employee opinion surveys is that
they remove anonymity and may impact
response behavior (Rogelberg, Spitzmiiller,
Little, & Reeve, 2006; Stanton, 1998). These
are many of the same concerns that were
originally raised with online surveying more
generally (see Stanton, 1998). Although
there is much research on the impact of
online surveys, there is much less research
on the impact of the level of identifica-
tion on employee perceptions and response
behavior. This issue has received much
more attention in other fields, such as mar-
ket research (e.g., Graeff & Harmon, 2002;
Heerwegh, Vanhove, Matthijs, & Loosveldt,
2005) and the medical profession (e.g.,
Durant etal., 2002). In this section, we
briefly summarize the relevant research,
identify areas where there are knowledge
gaps, and point to related research that
may serve as a basis for understanding the
impact of identified surveys on employee
perceptions and behavior.

Perceptions of Privacy and Anonymity

Data privacy and respondent anonymity
have been longstanding concerns of sur-
vey practitioners and survey respondents
(Dunnette & Heneman, 1956; Fenlason &
Suckow-Zimberg, 2006; Kraut & Saari,
1999). Concerns center on the perception
that personal information can be iden-
tified, it could be disclosed, and there
may be consequences for that disclosure
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(Tourangeau & Yan, 2007). These concerns
are widely observed in the general pub-
lic (e.g., Fogel & Nehmad, 2009; Graeff &
Harmon, 2002; Singer, Mathiowetz, &
Couper, 1993; Singer, Van Hoewyk, &
Neugebauer, 2003) and have also been
shown to exist with younger generations
despite the popular belief that it is less of
an issue (Madden & Smith, 2010). These
concerns appear to be heightened in the
context of online surveys (Cho & LaRose,
1999) and especially for employee opin-
ion surveys (Rogelberg, 2006; Thompson
& Surface, 2007). Cho and LaRose (1999)
even argue that the privacy is the primary
concern about completing surveys online.
Recent longitudinal studies suggest that pri-
vacy concerns have been increasing over
time (Antén, Earp, & Young, 2010).

To address employee privacy concerns,
many companies use a professional survey
vendor for their surveys, with the vendor
providing assurances of privacy and profes-
sional practices. However, even under these
conditions, where the employee survey data
sit outside the company with a professional
organization, employees may still be con-
cerned about openly sharing their views
on an identified survey on sensitive topics
such as manager effectiveness and intention
to stay at the company, knowing that their
data could be ultimately identified to them.
Research from other areas of psychology
suggests that assurances of data confiden-
tiality may not reduce concerns about data
privacy (Tourangeau & Yan, 2007). How-
ever, little research has examined how the
use of third-party vendors and other survey
design or implementation features of iden-
tified surveys impact employee perceptions
of privacy. It is clear that the use of an
online medium can impact these percep-
tions (Thompson & Surface, 2007), but it is
unclear if the level of identification or per-
ceived identification further increases the
negative perceptions.

Current organizational practices on what
is communicated when identified employee
opinion surveys are used range from full-
disclosure before taking the survey, to
simply saying ‘‘the survey is confidential”
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or “we keep your data private,” to not
telling employees anything at all. Data pri-
vacy is possible with identified surveys, but
anonymity is not—even if it is implied or
perceived at some level. Dunnette and Hen-
eman’s (1956) distinction between literal
anonymity and perceived anonymity is use-
ful for considering employee perceptions
of identified surveys. Literal anonymity is
not possible with identified surveys. How-
ever, the degree of perceived anonymity
is not known. The (questionable) practice
of collecting and retaining unique identi-
fiers on survey respondents but not telling
them masks the level of identification and
could lead to levels of perceived anonymity
that are more positive than the actual level
of anonymity. In addition, some survey
implementation techniques (e.g., a unique
identifier embedded in a link to survey)
can make it difficult for a survey respon-
dent to know if a survey is identified. These
practices raise significant ethical and pro-
fessional practice issues, as is discussed in
the subsequent section. Nevertheless, lit-
tle is known about how employees react
to various procedures that can be used to
identify survey data and the communica-
tion of those procedures. At least in the
domain of market research, studies sug-
gest that consumers are not always aware
of the degree to which they are identified
(Graeff & Harmon, 2002).

Response Behavior

Underlying the concerns about employee
perceptions of privacy and anonymity
is the belief that they impact participa-
tion in employee opinion surveys and
response behavior (Sashkin & Prien, 1996;
Thompson, Surface, Martin, & Sanders,
2003). Studies from a number of fields
have found that when survey partici-
pants perceive less anonymity, their sur-
vey ratings become more positive, more
socially desirable, less honest, and/or of
lower quality (Bowling, 2005; Durant et al.
2002; Heerwegh etal. 2005; Rosenfeld,
Booth-Kewley, Edwards, & Thomas, 1996;
Sashkin & Prien, 1996; Turner et al., 1998),
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although the size of the impact varies
from study to study. These findings are
consistent with research on mode of sur-
vey delivery, where more personal meth-
ods (e.g., face-to-face) are associated with
more socially desirable responding (Groves,
2004; Richman, Kiesler, Weisband, &
Drasgow, 1999).

Less is known about how response
behavior is impacted by the level of iden-
tification for an online survey, the com-
munication of the identification practices,
the organizational culture, level of trust
in the organization, or the various design
and implementation features for identifying
employee responses (Richman et al., 1999).
As Kantor (1991) and researchers in other
fields (e.g., Durant et al., 2002) have found,
identification primarily impacts responses
to more sensitive topics (e.g., rating of
immediate supervisor). Research aimed at
understanding how all of these factors inde-
pendently or jointly impact response behav-
ior is clearly needed. In addition, the impact
of time and context on these interactions is
not well understood. The impact of identi-
fication may depend on the organization’s
and employees’ history and experience with
surveying. If an organizational survey pro-
cess establishes itself as trustworthy, then
the response behavior may no longer simply
be influenced by its level of identification.
Over time, there may be or may not be
the differences between identified and non-
identified surveys. At this point, there is no
research that explores the complex relation-
ships that may exist over time.

Research also suggests that concerns
about identification can lead to reduced
participation in future surveys (Thompson
et al., 2003) and can be a reason for survey
nonresponse (Mertler, 2003; Thompson &
Surface, 2007). Although these studies seem
to suggest that identification may lead to
lower response rates, the opposite may
also be true. When an employee’s sur-
vey data are ultimately identified to him
or her, even with assurances that his or
her data will never be revealed, there may
be perceptions of added pressure to take
the survey. This is especially the case if
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the practice is to remind employees and
say either directly or indirectly ““we know
you did not respond yet” (Cook, Heath, &
Thompson, 2000). The potential impacts on
employee responses when they feel coerced
to respond to a survey are not known. Again,
more research is needed aimed at examin-
ing how survey response is impacted by
the level of identification, the communi-
cation of the identification practices, the
various design and implementation features
for identifying employee responses, as well
as how organizational culture and trust play
a role in these relationships.

Understanding the Impact of
Identified Surveys

In addition to empirical research focused on
how identification impacts perceptions and
behaviors, there is a need for more basic
theorizing on the underlying psychological
factors that may be operating with an
identified survey. The research, to date, has
primarily focused on the ““what”” and less
on the ““why.” More research is needed on
what the relevant underlying psychological
factors are that may be important for
understanding the impact of identified
surveys and why they are having an effect.

To address these questions, theoreti-
cal models from social psychology and
communication studies should be use-
ful. The social psychological research
on deindividuation is a logical starting
point. For example, Spears and colleagues’
(Postmes & Spears, 1998; Reicher, Spears,
& Postmes, 1995a,b; Spears & Lea, 1994)
social identity model of deindividuation
effects suggests a number of psychologi-
cal factors that may impact perceptions and
behaviors in the context of an identified
survey. In particular, this theory focuses on
how the social context interacts with the
communication medium to impact individ-
ual behavior (Postmes, Spears, & Lea, 1998)
through the salience of various social iden-
tities, self-categorization, and depersonal-
ization. These factors may operate to create
more positive perceptions and behaviors
as well as more negative perceptions and
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behaviors. For example, this theory demon-
strates how anonymity can lead to low
levels of personalization, which allows the
individual to cross social boundaries (e.g.,
respond negatively about one’s coworkers
or manager), but at the same time, it can cre-
ate a shared social identity that may make
it less likely that those boundaries will be
crossed. In addition, the research focus-
ing on these factors within the context of
computer-mediated technology and com-
munication (e.g., Joinson, 2001) is likely
to provide insights about when and how
identified surveys impact perceptions and
behavior.

In summary, it is clear that identified
surveys can impact employee perceptions
and response behaviors. However, it is less
clear under what conditions these effects
will occur, to what extent they will occur,
whether there is greater impact with sensi-
tive questions, and if the effects are any
greater than those that may already be
created by the use of online surveys. Empir-
ical research and theory development are
needed to understand the likely complex
relationships among survey identification,
perceptions, and response behaviors. There
may be conditions that can minimize the
potential negative factors (e.g., full disclo-
sure, a high-trust climate, a positive history
with surveys) as well as conditions that may
exacerbate them (e.g., vague or no informa-
tion, breach of trust on a previous survey, a
manager perceived as retaliatory).

Ethical and Privacy/Regulatory
Considerations for Identified
Surveys

In this section, we review potential ethical
and regulatory considerations for the use
of identified employee opinion surveys.
The regulations most related to identified
surveys are privacy laws.

Ethical Considerations

The use of identified surveys raises several
potential ethical concerns, including the
need to inform employees and to ensure



442

data privacy. Even though employee sur-
veys do not require a formal human subjects
review (unless they are part of a university
project), ethical themes addressed in the
area of human subjects reviews are relevant
to the use of identified surveys.

The most influential ethical guidelines
on human subjects research, and the basis
for most human subjects review guidelines,
come from the Belmont Report (1979). This
report, developed by researchers and ethics
experts, covers a wide range of research
situations and types of subjects. It states
that even when research does not require
formal human subjects review, it should
follow the principles in the report. Thus,
because employee opinion surveys are a
form of inquiry and research, their use
should follow the principles described in
the Belmont Report.

Three general themes from the Belmont
Report relevant to employee surveys are:

e Respect for people who enter research
voluntarily, with adequate informa-
tion, and without deception.

e Informed consent, which includes
providing complete information, en-
suring comprehension, and voluntari-
ness, and

e Privacy/confidentiality, which inclu-
des maintaining privacy, data security,
and clarifying how long data are
retained.

The Belmont Report specifically high-
lights employees and the need to be cau-
tious with research on employees because
of their “paycheck vulnerability.”” Related
to this issue, some proponents of iden-
tified surveys have drawn privacy paral-
lels between identified employee surveys
and customer surveys, whereby a customer
reveals his and her identity or presumably
does not worry about privacy issues when
responding to a survey (see Antén etal.,
2010 or Graeff & Harmon, 2002 for a dif-
ferent perspective on consumers). However,
we would argue that there are clear differ-
ences in the balance of power for a cus-
tomer versus for an employee. Customers
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have the power to not buy from a company,
whereas employees are potentially depen-
dent on the company for their livelihood.
For employees, the power resides with
the employer who can make employment-
related decisions; although employees are
not powerless, the psychological aspects
of responding to an identified survey as
an employee versus a customer cannot be
assumed to be the same. Employees may
perceive greater psychological risk (e.g.,
repercussions) associated with completing
an organizational survey as opposed to
a consumer or polling survey (Rogelberg,
2006). Also, simply following the practices
of those who conduct customer surveys
should be done with caution given the his-
tory of market research practices leading to
customer privacy backlashes, such as Do
Not Call and Do Not Track initiatives.

The Belmont Report also highlights other
vulnerable populations beyond employees,
including international populations. Inter-
national populations are defined as vul-
nerable because laws in other countries
may not provide the same level of pro-
tection as in the United States and other
western countries. The report states that
researchers have a professional obligation
to protect the rights of international popula-
tions regardless of local laws. We are aware
of surveys in developing countries that were
conducted with possible violations of these
principles (e.g., employee national identifi-
cation numbers attached to a survey without
telling the employees).

Privacy Considerations

Related to ethical considerations, the use of
identified surveys can raise concerns about
the privacy of individually identifiable data.
From the perspective of an employee, the
concern is that the data be protected from
disclosure and used in ways of which the
individual is aware and to which he or
she would consent. From the perspective of
companies and consulting firms, the con-
cern is more complex. There should be,
and typically is, a desire by companies and
consulting firms to act as good stewards
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with sensitive data provided by employ-
ees and clients. There is also the need
to comply with regulatory obligations for
the collection, use, and protection of indi-
vidually identifiable information as well as
mitigate any risk associated with obtaining
and using this type of information.

The challenge with meeting these obli-
gations is that data are often collected from
around the globe and standards and regu-
lations vary depending on where the data
are collected. From an international per-
spective, there are considerable disparities
in data privacy standards and regulations
between countries. In some countries, there
are little to no standards or regulations con-
cerning the collection, use, and protection
of individually identifiable information. In
other countries, there are well-articulated
and enforced standards and regulations. As
well, within the United States the standards
and regulations vary depending on the state,
the nature of the data, or the circumstances.
The strongest of standards and regulations
start from the premise that the protection
of individually identifiable information is a
basic human right (Reynolds, 2010).

For companies and consulting firms col-
lecting employee opinion survey data from
multiple countries, the issue becomes this:
What are the required and appropriate stan-
dards and regulations? Given that many
companies and consulting firms are col-
lecting at least some data from citizens
of countries in the European Union (EU),
the EU’s 1998 Directive on Data Protection
becomes a relevant set of standards and
regulations. This directive sets minimum
standards for the protection of individually
identifiable information in EU countries. For
companies and consulting firms based in
the United States, this EU directive becomes
operational through the U.S. Depart-
ment of Commerce’s Safe Harbor pro-
gram (http://www.export.gov/safeharbory).
The U.S. Safe Harbor program has seven
data protection principles derived from the
EU’s directive. These seven principles must
be followed by organizations based in the
United States that handle employee data
from any EU country. On the basis of a small
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sample survey by Reynolds (2010), these
principles are not widely known among the
industrial—organizational (I-O) psychology
community. Each Safe Harbor principle and
its implication for the collection, use, and
protection of individually identified infor-
mation are briefly reviewed below.

The Safe Harbor principle of notice
requires that information about how the
data will be used is provided to survey
respondents before the data are collected.
This notice should include the uses of the
data by the organization and any third-
parties that the organization contracts with.
As Reynolds (2010) points out, all current
and future potential uses of the data are
covered by this principle. The implication
is that employees should be given accurate
notice regarding the fact that the survey
will retain identifying information and what
this means. Unfortunately, the practice in
some organizations is to not tell employees
at all, letting them believe the survey is
anonymous, or to simply say ““This survey
is confidential”” with no further explanation.
In addition, the principle of notice implies
that an identified survey that was initially
described to be used only for one purpose
(e.g., to add demographic information) may
violate this principle if it is later used for
other purposes (e.g., retained for individual-
level longitudinal research).

However, as the Safe Harbor princi-
ple of choice requires, the data can be
used for purposes other than those origi-
nally described only if survey respondents
are asked for permission to include their
individually identifiable information in the
new uses of the data. This principle gives
the provider of the individually identifiable
information the opportunity to opt in to the
new uses. Given the difficultly of obtain-
ing permission at a later point for new uses
of the data, these principles should serve
to encourage careful thought about cur-
rent and potential future uses of individually
identifiable information so that employees
can be informed, given choice, and per-
mission can be acquired at initial data
collection.
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Some of the uses of identified survey data
may require the transfer of the data from
one party to another party. As examples,
a survey vendor may transfer data to a
statistical expert to help with analyses, or
an organization may have a survey ven-
dor transfer individually identifiable data to
another consulting firm to conduct linkage
research. These types of transfers are per-
missible under the Safe Harbor principle of
onward transfer if the transfer is in line with
the uses of the data described in the orig-
inal or subsequent notices and is made to
a third party that is Safe Harbor certified.
Organizations that may want all possible
uses of identified surveys should reference
the possibility of the data transfer in the
original notice. If it is not referenced in
the original notice, the principle of choice
should be satisfied before transferring
the data.

The fourth Safe Harbor principle, access,
allows the survey respondent to correct
any inaccuracies within reasonable limits
or remove his or her data. Of all of the
principles, this one carries the greatest
degree of ambiguity for identified surveys.
For example, individuals would likely be
allowed to update inaccurate demographic
information but not likely be allowed to
change survey responses. This principle
may imply that an employee who leaves
an organization could request to have his
or her survey data removed.

The Safe Harbor principle of data secu-
rity requires that the data be protected from
loss, use by unauthorized persons, and dis-
closure. From a technical perspective, most
large organizations and consulting firms
have systems in place to protect the security
of the data. The technical aspects may be a
greater issue for small organizations, small
consulting firms, or vendors who use sub-
vendors. Regardless of size, inappropriate
use and access are the primary challenges
under this principle. The key of this prin-
ciple is that systems are needed to protect
the security of the data from loss and dis-
closure as well as processes that prevent
inappropriate use and access. This prin-
ciple is additionally backed by possible
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legal sanctions for data breaches, such as
with HIPAA for medical information and
the Fair Credit Reporting Act for customer
information.

The sixth Safe Harbor principle, data
integrity, specifies that the data must be
accurate, relevant, and used only for the
purposes described in the original or sub-
sequent notice. The use of technology to
collect, record, and update data goes a long
way toward satisfying this principle by min-
imizing the occurrence of basic errors (e.g.,
data entry mistakes). Ensuring that those
working with and manipulating the data are
properly trained and possess the necessary
skills also falls under this principle. The
last Safe Harbor principle of enforcement
specifies that there be a process by which
individuals can raise a complaint and have
it resolved.

As noted by Reynolds (2010), these prin-
ciples have numerous implications for how
individually identifiable data are collected
and used. First, clearly articulated policies
for the collection, use, and protection of
individually identifiable data are needed.
The entire process of obtaining, using, and
storing this type of data should be thought
through before the data are collected. Sec-
ond, the original notice should clearly
define how the data will be used, who
will have access to it, and how the indi-
vidual can correct any inaccuracies. Third,
careful thought should be given to current
and potential future uses of identified survey
data so that these uses can be included in
the original notice. Fourth, there is a need to
review the organization’s data security sys-
tems and processes as well as those of any
third party by which the data are collected
or to which data are transferred.

Given the increasingly global nature of
organizations for which [-O psychologists
work, privacy standards at the EU-level (and
as applied in the United States through
Safe Harbor) are likely relevant for most
employee opinion surveys. However, even
if a survey does not touch countries with
strong privacy standards, we would sug-
gest that adhering to strong privacy princi-
ples when collecting and using identified
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surveys is advisable to ensure responsible
stewardship of sensitive data.

Professional Practice Guidelines

We would propose that there are extra
responsibilities for survey practitioners who
may use identified surveys. This final
section includes our recommendations for
the use of identified surveys. The ethical
standards from human subject research,
privacy regulations reviewed above, and
professional practice from other areas (e.g.,
performance management, selection and
assessment)—along with our perspectives
working with survey consultants and on in-
house employee surveys—helped inform
these proposed guidelines.

e Develop policies. Those using iden-
tified surveys should develop clearly
articulated policies for the collection,
use, and protection of individually
identifiable data. These policies, as
well as the entire process of obtain-
ing, using, and storing this type of
data, should be thought through before
the data are collected. Policies should
specify who has access to the data and
under what conditions the data will be
shared with other parties, internal or
external to the organization, as well as
who can authorize this access.

e Clearly inform. Clearly tell employees
before they take a survey that they
are taking an identified or temporarily
identified survey and what this means.
Ensure that employees are clearly
informed in terms of what is being
collected, how it will be used, how
their information will be protected,
and whether it will be transferred to a
third party. Some of this information
could be provided on a Web site
for more details; we would also
recommend that employees be given
a contact to answer any questions they
may have. These recommendations
are related to the concepts of informed
consent, adequate information, no
deception, and notice.
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e Do not coerce. Avoid actual or

perceived coercion, such as survey
reminders that explicitly state it is
known that the employee has not
responded. A reminder can help
improve survey participation (Cook
etal., 2000), but it should ideally be
sentto all invited employees. Avoiding
coercion is related to the concepts
of choice, respect for people, and
voluntariness.

Protect identity. Always separate the
identifying information (e.g., employee
number) from the survey data, using
nonidentifiable codes and keeping the
codes with identifying information in
a protected file that is fully separated
from the data. This practice allows
data to be linked from various sources
without using the most sensitive iden-
tifiers, such as an employee number.
Taking it a step further, those who use
data that includes a nonidentifiable
code to link the data should be dif-
ferent from those who possess the key
that connects individual identifiers to
nonidentifiable code. This recommen-
dation is related to the concepts of
privacy, confidentiality, security, and
onward transfer.

Use data responsibly. Do not identify
employees if the questions of interest
do not require it. An identified survey
should only be used when the research
needs require it: for individual-level
longitudinal research questions. Only
use the data for the original intent and
as communicated to the employees
when the data was collected and
have a policy on data retention and
under what circumstances employees
can have their survey data removed.
Data use and retention relates to the
concepts of choice, access, and data
integrity.

Define duty to warn. Determine
in advance whether circumstances
would ever warrant revealing a per-
son’s identity, such as if a respondent
of an identified survey has entered
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a written comment describing a life-
threatening situation. This principle
also has a legal basis in some states
and especially for anyone who may
be a licensed psychologist.

We envision these proposed ideas as
starting points for discussion. As the
profession most aligned with the science
and practice of employee opinion surveys,
we believe that SIOP should have a point
of view and guidelines on the use of
identified surveys. SIOP has professional
guidelines for other practice areas that use
individually identifiable information (e.g.,
SIOP’s Principals). It would assist members
of our profession to have a set of guidelines
to refer to when faced with decision points
and ethical dilemmas in their work with
employee opinion surveys. The need for
principles in general for employee opinion
surveys and a ““respondent bill of rights’” has
been suggested by others (e.g., Rogelberg &
Stanton, 2007).

We would propose that SIOP develop
and provide guidelines for identified surveys
to assist our members as they make deci-
sions, encounter pressure (e.g., to carry out
an identified survey when it is not needed),
or face ethical issues with identified surveys.
In addition, human resources generalists,
non-1-O psychologists, and new vendors
across the globe are increasingly working
in the area of employee opinion surveys.
Surveys are now very easy for almost any-
one to conduct with various online survey
programs, and some programs allow for
uploading the data for all to see who use
the site. Other organizations, including ones
whose expertise is less aligned to employee
surveys than is our profession, have started
to offer these types of services.

Given the expanded set of those oper-
ating in the area of employee surveys, our
profession should take a role as the thought
leader to help shape professional prac-
tice. Currently little guidance is available,
although some other professional associa-
tions are beginning to take a lead voice
on these issues. APA’s Ethical Standards
(1992) and Lowman’s (2006) The Ethical
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address confidentiality of data, and there
are a few cases on employee surveys. How-
ever, neither of these sources addresses spe-
cific issues about how identified employee
opinion surveys should be conducted, how
participants should be informed, and other
issues pertaining to data use or possible
misuse of identified surveys. In contrast,
The Council of American Survey Research
Organizations (2011) Code of Standards
and Ethics for Survey Research states: “/indi-
vidual respondents’ identity should remain
anonymous except in special circumstances
and with permission of the respondent.”
Similarly, the American Association for Pub-
lic Opinion (2010) has ethical guidelines
that state: ““In all cases, if survey responses
will be linked to identifying information, the
respondent should be informed and given
the opportunity not to participate in the
study.”

We recognize that this article covers a
wide range of topics, research, and litera-
ture. These were covered to the extent pos-
sible to open up a discussion and encourage
research on identified surveys. It is our view
that if identified surveys are used, profes-
sional practices, such as those we have sug-
gested, should be followed to ensure appro-
priate and adequate information is provided
to survey participants, and that there are
assurances of data security and clarity of
data use. Currently, such professional prac-
tice guidelines do not exist for our profes-
sion or for employee surveys in general.

References

American Association for Public Opinion. (2010).
AAPOR Code of Professional Ethics & Practice.
Retrieved from www.aapor.org/ethics.

American Psychological Association. (1992). Ethical
principles of psychologists and code of conduct.
Retrieved from www.apa.org/ethics/code.

Antén, A. 1., Earp, J. B., & Young, J. D. (2010). How
internet users’ privacy concerns have evolved since
2002. IEEE Security and Privacy, 8, 21-27.

Belmont Report. (1979). Ethical principles and guide-
lines for the protection of human subjects of
research. Washington, DC: Government Printing
Office.

Bowling, A. (2005). Mode of questionnaire adminis-
tration can have serious effects on data quality.
Journal of Public Health, 27, 281-291.



Identified employee surveys

Cascio, W., & Boudreau, J. (2008). Investing in people.
Upper Saddle Ridge, NJ: FT Press.

Cho, H., & LaRose, R. (1999). Privacy issues in internet
surveys. Social Science Computer Review, 17,
421-434.

Church, A. H., & Waclawski, J. (1998). Designing and
using organizational surveys. San Francisco, CA:
Jossey-Bass.

Cook, C., Heath, F., & Thompson, R. L. (2000). A
meta-analysis of response rates in web- or internet-
based surveys. Educational and Psychological
Measurement, 60, 821-836.

Council of American Survey Research Organizations.
(2011). Code of standards and ethics for survey
research. Retrieved from www.casro.org.

Davenport, T., Harris, J., & Morison, R. (2010). Ana-
lytics at work. Boston, MA: Harvard Business Press.

Dunnette, M. D., & Heneman, H. G. (1956). Influence
of scale administrator on employee attitude
responses. Journal of Applied Psychology, 40,
73-77.

Durant, L. E., Carey, M. P., & Schroder, K. E. (2002).
Effects of anonymity, gender, and erotophilia on
the quality of data obtained on socially sensitive
behavior. Journal of Behavioral Medicine, 25,
438-467.

Fenlason, K. J., & Suckow-Zimberg, K. (2006). Online
surveys: Critical issues in using the web to
conduct surveys. In A. |. Kraut (Ed.), Getting action
from organizational surveys (pp.183-212). San
Francisco, CA: Jossey-Bass.

Fogel, J., & Nehmad, E. (2009). Internet social network
communities: Risk taking, trust, and privacy
concerns. Computers in Human Behavior, 25,
153-160.

Graeff, T.R., & Harmon, S. (2002). Collecting and
using personal data: Consumers’ awareness and
concerns. Journal of Consumer Marketing, 19,
302-318.

Groves, R. M. (2004). Survey methodology. New York,
NY: Wiley.

Harter, J. K., & Schmidt, F.L. (2006). Connecting
employee satisfaction to business unit perfor-
mance. In A.l. Kraut (Ed.), Getting action from
organizational surveys (pp. 33—52). San Francisco,
CA: Jossey-Bass.

Harter, J. K., Schmidt, F. L., & Hayes, T.L. (2002).
Business-unit-level relationship between employee
satisfaction, employee engagement, and business
outcomes: A meta-analysis. Journal of Applied
Psychology, 87, 268-279.

Heerwegh, D., Vanhove, T. Matthijs, K., &
Loosveldt, G. (2005). The effect of personaliza-
tion on response rates and data quality in web
surveys. International Journal of Social Research
Methodology, 8, 85-99.

James, L. R. (1982). Aggregation bias in estimates
of perceptual agreement. Journal of Applied
Psychology, 67, 219-229.

Joinson, A.  (2001). Self-disclosure in computer-
mediated communication: The role of self-
awareness and visual anonymity. European Journal
of Social Psychology, 31, 177-192.

Kantor, J. (1991). The effects of computer administra-
tion and identification on the Job Descriptive Index.
Journal of Business and Psychology, 75, 309-323.

Kraut, A. I. (Ed.). (2006). Getting action from organiza-
tional surveys. San Francisco, CA: Jossey-Bass.

447

Kraut, A. I., & Saari, L. M. (1999). Organization sur-
veys: Coming of age for a new era. In A. I. Kraut &
A. K. Korman (Eds.), Evolving practices in human
resource management: Responses to a changing
world of work (pp. 302-327). San Francisco, CA:
Jossey-Bass.

Lowman, R. L. (Ed.). (2006). The ethical practice of
psychology in organizations (2nd ed.). Washington,
DC: American Psychological Association & Society
for Industrial and Organizational Psychology.

Madden, M., & Smith, A. (2010). Reputation manage-
ment and social identity. Washington, DC: Pew
Internet and American Life Project.

Mertler, C. A. (2003). Patterns of response and nonre-
sponse from teachers to traditional and web sur-
veys. Practical Assessment, Research & Evaluation,
8(22). Retrieved from http://www.pareonline.net/
getvn.asp?v=8&n=22.

Mitchell, T. R., & James, L. R. (2001). Building better
theory: Time and the specification of when things
happen. Academy of Management Review, 26,
530-547.

Ostroff, C. (1992). The relationship between satisfac-
tion, attitudes, and performance: An organizational
level analysis. Journal of Applied Psychology, 77,
963-974.

Ployhart, R. E., Weekley, J. A., & Ramsey, J. (2009).
The consequences of human resource stocks and
flows: A longitudinal examination of unit service
orientation and unit effectiveness. Academy of
Management Journal, 52, 996-1015.

Postmes, T., & Spears, R. (1998). Deindividuation
and anti-normative behavior: A meta-analysis.
Psychological Bulletin, 123, 238-259.

Postmes, T., Spears, R., & Lea, M. (1998). Breach-
ing or building social boundaries?: Side-effects of
computer-mediated communication. Communica-
tion Research, 25, 689-715.

Pulakos, E. (2009). Performance management: A new
approach for driving business results. Malden, MA:
Wiley-Blackwell.

Reicher, S., Spears, R., & Postmes, T. (1995a). A social
identity model of deindividuation phenomena.
In W. Stroebe & M. Hewstone (Eds.), European
review of social psychology (Vol. 6, pp. 161-198).
Chichester, UK: Wiley.

Reicher, S. G., Spears, R., & Postmes, T. (1995b). A
social identity model of deindividuation phenom-
ena. European Review of Social Psychology, 6,
161-198.

Reynolds, D. (2010). A primer on privacy: What
every 1-O psychologist needs to know about
data protection. The Industrial and Organizational
Psychologist, 48(2), 27-32.

Richman, W. L., Kiesler, S., Weisband, S. &
Drasgow, F. (1999). A meta-analytic study of
social desirability distortion in computer admin-
istered questionnaires, traditional questionnaires,
and interviews. Journal of Applied Psychology, 84,
754-775.

Rogelberg, S. G. (2006). Understanding nonresponse
and facilitating response to organizational surveys.
In A. I. Kraut (Ed.), Getting action from organiza-
tional surveys (pp. 312-325). San Francisco, CA:
Jossey-Bass.

Rogelberg, S. G., Spitzmdiller, C., Little, I. S., & Reeve,
C. L. (2006). Understanding response behavior to



448

an online special topics organizational satisfaction
survey. Personnel Psychology, 59, 903-923.

Rogelberg, S. G., & Stanton, J. M. (2007). Understand-
ing and dealing with organizational survey non-
response. Organizational Research Methods, 1,
195-209.

Rosenfeld, P., Booth-Kewley, S., Edwards, J., &
Thomas, M. (1996). Responses on computer sur-
veys: Impression management, social desirabil-
ity, and the big brother syndrome. Computers in
Human Behavior, 12, 263-274.

Rucci, A. )., Kirn, S. P.,, & Quinn, R. T. (1998). The
employee-customer-profit chain at Sears. Harvard
Business Review, 76, 82-97.

Saari, L. M., Scherbaum, C. A., Paul, K. B., Halamaj, J.,
Dawson, J. F., & DelDuco, S. (2010, April). Iden-
tified employee surveys: Pros, cons, what we
know/don’t know. Panel discussion at the 25th
Annual Conference of the Society for Industrial
and Organizational Psychology, Atlanta, GA.

Sashkin, M., & Prien, E. (1996). Ethical concerns
and organizational surveys. In A.l. Kraut (Ed.),
Organizational surveys: Tools for assessment
and change (pp.381-403). San Francisco, CA:
Jossey-Bass.

Schneider, B., Ashworth, S. D., Higgs, A. C., & Carr, L.
(1996). Design, validity, and use of strategically
focused employee attitude surveys. Personnel
Psychology, 49, 685-705.

Schneider, B., & Bowen, D.E. (1985). Employee
and customer perceptions of service in banks:
Replication and extension. Journal of Applied
Psychology, 83, 150—163.

Schneider, B., Macey, W. H., Lee, W.C., & Young,
S. A.(2009). Organizational service climate drivers
of the American Customer Service Index and
financial and market performance. Journal of
Service Research, 12, 3-14.

L.M. Saari and C.A. Scherbaum

Singer, E., Mathiowetz, N. A., & Couper, M. P. (1993).
The impact of privacy and confidentiality concerns
on survey participation: The case of the 1990
U.S. census. Public Opinion Quarterly, 57,
465-482.

Singer, E., Van Hoewyk, J., & Neugebauer, R. (2003).
Attitudes and behavior: The impact of privacy
and confidentiality concerns on participation in
the 2000 census. Public Opinion Quarterly, 65,
368-384.

Spears, R., & Lea, M. (1994). Panacea or panopticon?
The hidden power in computer-mediated commu-
nication. Communication Research, 21, 427 -459.

Stanton, J. (1998). An empirical assessment of data col-
lection using the internet. Personnel Psychology,
51,709-725.

Thompson, L. F., & Surface, E. A. (2007). Employee
surveys administered online: Attitudes toward
the medium, nonresponse, and data representa-
tiveness. Organizational Research Methods, 10,
241-261.

Thompson, L.F., Surface, E.A., Martin, D.L., &
Sanders, M. G. (2003). From paper to pixels:
Moving personnel surveys to the web. Personnel
Psychology, 56, 197-227.

Tourangeau, R., & Yan, T. (2007). Sensitive questions
in surveys. Psychological Bulletin, 133, 859-883.

Turner, C. F., Ku, L., Rogers, S. M., Lindberg, L. D.,
Pleck, J. H., & Sonenstein, F. L. (1998). Adolescent
sexual behavior, drug use, and violence: Increased
reporting with computer survey technology. Sci-
ence, 280, 867-873.

Wiley, J., & Campbell, B. (2006). Using linkage
research to drive high performance: A case
study in organization development. In A. I. Kraut,
(Ed.), Getting action from organizational surveys
(pp. 312-325). San Francisco, CA: Jossey-Bass.



